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System Tasks

View system information

ﬁ Add or remove programs

E} Change a settings

Hard drive
Other Places @ Hard drive (C:)
M Network P @ 65 Spyware Detected spyware and adware on your compuker: Filename:
i My Network Places found
- My Documents Securi @ Adware.Win32.Winad noise.dat -
e - urity @ W32¥aha.B@mm emptyregdb.dat
[ ~nered Hoaumen @ Magic DVD Ripper mpr.dil
o Control Panel MIUOS?& Sfemre kit % Trojan-PSW.Win32.LdPinch.abm ieakui.dl
Security is affected by malware @ Trojan virtumonde SET3.tmp
Details (N Eae ¥ Trojan.Fakealert.355 country.sys =
Checking: DELSPACE.BAT
My C““‘:I:;t":’ L Remove all ] [ Cancel J
System Folder
Your Computer is infected g Spyware is software, which can gather information from user's computer
@ through Internet connection and send them to its creater, Gather
Name information can be passwords, e-mail adresses and all that data, which is
@ T Horse IRC important for you.
rojan Horse

System folders

P
=" Shared Documents
@ 4 spyware found

== Windows Security Alert

| To help protect your computer, Windows Web Secure
P/ Kit have detected Trojans and ready to remove them.

@ Adware.Win32.Look2me Spyware Critical

%) Trojan.Qoologic - Key Logger Spyware High

@ Trojan.Fakealert Spyware Medium

@ Trojan virtumonde Spyware Critical 8
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B — DA )L (CIEMDInstallFlashPlayer.exed KUARIERDLLD 7 1)L %
i%i& L. InstallFlashPlayer.exezitd) — ANIE/SRDLLAEEFN(CO— K

B 11— Adobe®dFlash PlayerfZ EEREVNL T [Yes] Zi9 & &= HAfF

Low % User Accoumt Cortrol @
WPDNSE Ik foll k
1 > Do you wan: to allow the following program to make

FXSAPIDebuglogFile.txt 6 J ; - IP9

~ dhanges o this computer:
InstallFlashPlayer.exe | ——oofij s 7cro Access will
msimg32.dll execute this file Pregrem some:  Adobe Flash Playze

’ Veed publithee Adobe Systems Incorporated
‘ File orgin Hard drive on this computar
V' Show detads fes | No l

Loads this dll, since it
exists on the current
directory

(FTZACCESS/SIREFEF Arrives with New Infection Technique |Dfigure2$ & Ufigure3LN5| .
http://blog.trendmicro.com/trendlabs—security—intelligence/zaccesssirefef—arrives—with—new—

infection—technique/ ) 22
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EMET : Enhanced Mitigation Experience Toolkit
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O WindowsiZ2#0D = 1)1 — REG1HEEEZ 58
41 +=wDEP
SEHOPHL5E
nRHASLR
E—JXTL+ - Ov—>3>
NullX—= - 700 —>3>
EAT (Export Address Table) J«JL5U>2
N ~ALJ7w TASLR
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O EMETZE8AL. 7TUS—>2 3> EICRTEIT DT ETLTIOHUP !
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[8] Enhanced Mitigation Experience Toolkit E@g

Help
System Status
[ = | Application Conﬁgumﬁon EE‘
Data Execution Prevention (DEP) Alwayg .
File
— Applications
Structured Exception Handler Overwrite Protection (... ‘. Applica (App Name NulPage HeapSpray MandatoryA... | BottomUpA... |
o AcroRd32.exe
o || ExceL.EXE
Address Space Layout Randomization (ASLR) @ Applica iexplore.exe
POVWERPNT.EXE
WINWORD.EXE
) — wmplayer.exe
Running Processel )
Process ID | Process Name DEP | Ru|
392 IMECMNT (7}
3740 mdm @
280 svchost 7]
1520 iexplore ()
780 svchost @
1764 HostStorageService ()
3948 almail @
3616 EvtEng 7]
1168 taskhost U fdd__] [(Remeve ]
4908 POWERPNT (7]
3528 DCPButtonSve W e J [ Concel
"Configure Apps |
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Catch, Patch, Match
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Catch
e

Patch 85%

of targeted
cyber intrusions

)
—
o
i
=
&
o
-
=
h

(I'Catch, Patch, Match video 1&D 5| . http://dsd.gov.au/videos/catch—patch—-match.htm )
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Any Questions ?
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